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INTRODUCTION: DIGITIZATION IS TRANSFORMING EVERY ASPECT 
OF BUSINESSES  

Digital transformation in the enterprise is one of the fastest-growing trends ever in IT. In many 

ways, it has begun to outstrip the web and internet tidal wave of the 1990s because of the way it 

involves every aspect of an organization. 

In the 1990s, information technology changes primarily altered the exterior of a company—its 

website and other outward-facing technologies. In contrast, the current digital transformation is af-

fecting the very heart of the modern enterprise—yet the majority of its focus to date has been on the 

data center. Virtualization and applications management are having a profound impact on enter-

prise user access, as user mobility, device proliferation and software-as-a-service (SaaS) apps make 

it increasingly hard for IT staff to quantify the user experience. Consequently, rethinking enterprise 

network access from this vantage point becomes critical in the age of digital transformation.

Recent technological advances in the areas of machine learning and user performance man-

agement—using new network-based analytics technologies and sophisticated cloud-computing 

architectures—now promise to deliver more complete visibility and proactive tools to network 

operations staff to optimize the user experience within the enterprise access network. But today’s 

user isn’t always a person. Thanks to the myriad of Internet of Things (IoT) devices in use today, 

“headless” clients that provide critical services to users are now pumping data through the network. 

For IT staff, troubleshooting the performance of these new IoT devices is a chore.

A new generation of analytics technologies have now emerged to address these trends, en-

abling IT operations to understand the user performance of applications, network services, devices 

and infrastructure components via more intuitive network instrumentation. These solutions can 

provide insights into the quality of the end-user experience by analyzing and measuring every 

client network transaction. Now, IT staff can easily determine where network problems are hiding 

and where best to invest resources to optimize the network from end to end, yielding a much clearer 

picture of how the infrastructure is behaving from access to application and everything in between. 

For IT staff, quantifying the user experience is something long welcomed but previously not 

easily achieved. However, sophisticated new network analytics technologies are now helping 

enterprises to better handle this new era of digital transformation. According to the ZK Research 

2017 Digital Transformation Market Forecast, few business elements have gone untouched by this 

transformation, which shows no signs of slowing down. The forecast paints a picture of digital trans-

formation expenditures that will grow at a compound annual growth rate (CAGR) of 8% between 

now and 2022, doubling in size from $1.3 trillion to $2.6 trillion in that five-year span (Exhibit 1). 

Virtually every industry is undergoing digital transformation. Using new medical devices and 

delivering time-critical information can be the difference between life and death in the healthcare 

market. Getting a grip on how these headless devices are performing on the network has become 

a daunting task for IT staff. Device performance analytics can help to radically increase staff ef-

ficiency while improving the overall patient experience and reducing operating costs.
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Retailers have also seen their business transformed through digital transformation. The tradi-

tional way of operating has been forever changed by mobile technologies, location-based services, 

IoT and artificial intelligence—which all enable a revolution that puts control in the hands of the 

consumer and forces significant changes to the old-line retailers of days gone by. 

And for manufacturers, digital transformation is enabling previously unimagined efficiencies. 

Now, with sensors and other connected devices, manufacturers can drive process and quality 

improvements at every step of the manufacturing process.

All this equates to more users, more devices and more data that IT staff must track, correlate 

and analyze. Previously manual or antiquated operations that were a source of great frustration for 

employees, inefficiency for companies and a constant productivity drag have now been turned on 

their heads, with few solutions in use to help IT professionals adapt. 

Historically viewed as a necessary evil cost center whose purpose was solely to fix laptops 

and keep the network running, IT departments are now finding new technology solutions at their 

disposal that provide invaluable insight from network, application and user data. This information 

can be not only used to redefine workflows and streamline network operations, but also leveraged 

to impact bottom-line business. 

SECTION II: CONVERGING TRENDS ARE DRIVING THE DIGITAL 
TRANSFORMATION

As if IT didn’t have enough to contend with, several trends are converging—all with a digital 

heart and a need for IT support at the core. 
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Exhibit 1: Digital Transformation Spending Will Double by 2022
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Virtualization, the public cloud, new application architectures and newer developments such as 

containers have all grown out of the digital enterprise and promise to make it nimbler. And because 

consumption patterns have changed, IT is no longer a walled-garden data center under the thumb of 

a CIO who cares about tech for tech’s sake. 

Today’s IT departments need to behave like a service bureau with a mission to solve business 

problems using technology—not a tech shop that looks for cool technology and then finds a business 

problem to solve. This realignment means that IT must deliver its services in a completely different 

way; it’s a challenge unlike anything this department has seen before. 

At the heart of this challenge is the need to analyze volumes of new user, device, network and 

applications traffic that can be used to quickly identify patterns, trends and anomalies that directly 

affect business operations. User performance management (UPM) solutions are now focused on 

this problem.

The goal of new UPM solutions is not only to monitor all wired and wireless network traffic, infra-

structure and application behavior, but more importantly, to quantify the user experience across the 

entire network applications stack. This process includes identifying and predicting network service out-

ages and remediating service degradation to identify user performance optimization opportunities. 

The process is conducted via diagnostics, analytics and root cause analysis capabilities to comple-

ment the monitoring of today’s complex IT environments. This new market is one of the fastest-grow-

ing segments of the larger IT operations and analytics market.

Innovations such as application performance management and IT operations tools are keys to 

supporting the data center during the shift to the digital enterprise. Real-time data sits at the core of 

any successful digital transformation; it ensures that the outcomes are tuned correctly and enables an 

IT organization to support its internal and external customers. 

Discussions these days revolve around the various digital transformation technologies themselves 

and the business challenges they solve. Indeed, the prospect of pushing old business challenges into 

extinction is leading companies to go all-in with digitization. But how exactly an enterprise provides 

access to these groundbreaking resources gets little mind share. IT must move like never before to 

ensure enterprise access can handle these latest advancements. 

Unfortunately, the access side of IT is not an early adopter. In fact, the access network, where most 

user performance issues reside, has lagged the data center and moves at a glacial pace—some say 

as many as seven years behind the rest of IT. 

SECTION III: ENTERPRISE ACCESS NEEDS TO GET WITH THE PROGRAM

In the face of this transformation, enterprise access lags—more specifically, the ability to gain 

deep visibility and actionable remediation into user network performance issues. Today, a company’s 

resources aren’t stored in a single physical place. They’re not humming away on a box you can stroll 

by in the data center. They’re scattered in the cloud; they’re virtual.
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CRM might live with one provider, email with another, and collaboration tools might be in the 

hands of yet another firm. Where the data is stored is not really a concern; it just needs to be avail-

able where and when you need it. 

Although this accomplishes the goal of getting the enterprise the best apps possible without the 

dreary task of constantly ensuring the apps are patched and loaded on everyone’s PCs, it adds a 

significant layer of complication to the task of doling out credentials and keeping them updated 

and secure. Therefore, it’s long past time that enterprise access takes the lead rather than following 

the crowd. It should work like the rest of the business. 

Access is a critical aspect of the IT infrastructure, and it’s one that is only noticed when it doesn’t 

work the way it should. If it’s working and humming along, an employee, customer, partner or 

vendor won’t notice it at all. But when it takes too long to load data, make a connection or conduct 

a transaction, IT is put in the crosshairs. With all the complications involved in access, it’s time for an 

IT rethink. 

IT needs to be more proactive and move from an incident-based world to one that is driven by 

predictive analytics and can use technology to anticipate problems and issues before they occur. 
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S ince the introduc-
tion of the iPhone 
10 years ago, 

consumer mobile 
devices have prolifer-
ated in the enterprise, 
with the “bring your own 
device” (BYOD) trend 
pervading most 
companies in the last 
few years. This prolifera-
tion has forever 
changed the corporate 
practice of assigning 
devices, which was led 
mainly by executives who insisted on being 
able to use their iPhone or Samsung phone 
instead of the prescribed BlackBerry or 
similar devices that IT supported. The shift 
to consumer devices focuses on the needs 
of the user rather than IT’s control over that 
user, and it has placed an inordinate 
burden on IT. It’s not just about supporting 
the device; many other aspects are in-

volved—everything from 
curating approved apps 
to ensuring security.

Along with these 
innovations, connectivity 
requirements are 
different and are now 
driven by mobility and 
the cloud. For IT, that 
means roles and 
functions within the 
department must 
become less siloed so 
that staff can be more 

agile and accountable. And, perhaps more 
importantly, IT must now provide a user 
experience in which the technology is 
invisible and the user is the focus. The 
complications this creates for IT are 
profound. As noted, the burden previously 
was on the people to adapt to the technol-
ogy that IT mandated. Now, IT must serve 
the needs of the people. 

Digital Transformation Doesn’t Exist in a Vacuum 
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But what does that mean, and how can an IT operation pull it off? It’s almost a cliché at this point, but 

data and the ability to analyze it are both the key.

SECTION IV: NEW USER PERFORMANCE MANAGEMENT PLATFORMS 
ARE TAKING CENTER STAGE 

Unlike traditional enterprise management and monitoring technologies, user performance man-

agement is focused on quantifying end-user performance through big data analytics techniques ap-

plied directly to infrastructure data. This technology focuses on helping IT get a better grip on actual 

end-user performance and redefining IP workflows. Mountains of infrastructure data are analyzed to 

learn what’s actually happening within the network for any device at any time across the entire OSI 

stack, giving enterprises a more proactive approach to end-user performance management without 

the tedious and cumbersome collection of data that today must be manually analyzed. 

Nyansa, a Silicon Valley–based startup, is one company leading innovation in this new segment. 

Its technology leverages sophisticated analytics algorithms, cloud-based computing and machine 

learning to measure every user network transaction, yielding insights, patterns and trends that can 

be used to quickly understand the impact of any infrastructure anomalies affecting end-user perfor-

mance on the network. 

Nyansa’s platform is viewed as the next step in coping with digital transformation trends within 

the enterprise. Using Nyansa’s platform, network operations and IT staff can quickly quantify nearly 

every aspect of network behavior from the user’s perspective. This automation now lets IT more easily 

manage the morass of user, application and network data that today must be manually analyzed and 

correlated to pinpoint user, network and application behavior. 

The new Voyance private cloud platform from Nyansa (Exhibit 2) gives organizations a flexible, 

controlled way to utilize the best aspects of public and private cloud environments without the need 

for additional client software, agents, sensors or other intrusive network hardware.

In a private cloud context, enterprises can deploy the Voyance back-end analytics engine in their 

data center, either as a physical appliance or within their virtual environment. Organizations can also 

use the public cloud version of Voyance, which has the same user experience and delivers frequent 

updates and reliability.

SECTION V: SUMMARY

As digital transformation takes hold of enterprises across the globe, the impact is profound across 

effectively every industry. Consequently, companies must rethink the role and use of new technologies 

to help smooth the digital transformation process.

Emerging UPM and network analytics technologies are essential for helping to solve the rash 

of new problems that digital transformation creates. These solutions now enable IT operations to 

understand the performance of applications, devices and network services from the user perspective, 

providing insight into the quality of the end-user experience. 
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The goal of these products is not only to analyze network traffic, applications and WAN perfor-

mance in order to facilitate outage and degradation resolution, but also to identify performance 

optimization with the ultimate goal of using this new data source to provide new business intelligence 

that positively impacts the bottom line—transforming traditional IT operations from a cost center into 

a profit center. 
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Exhibit 2: Voyance Private Cloud Platform

Nyansa
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