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Foreword
developed precisely to address these problems, 

providing unmatched visibility into every network 

transaction that any client has on the enterprise 

network. Through the use of cloud-sourcing this data, 

Nyansa is gaining remarkable insights into the inner 

workings of enterprise networks around the world – 

based on live wired and wireless data transiting dozens 

of large-scale corporate infrastructures.  We believe 

that sharing the insights obtained from this data is our 

responsibility.

Voyance Live is culmination of this effort. Voyance Live 

is a public network analytics portal that anonymously 

collects, analyzes and distills petabytes of network and 

client data into meaningful statistics that begin to tell a 

compelling story about what is actually going on inside 

the network. This report openly shares that data.

The introduction of our new “Network Insider” report 

is an effort to actively share the insights, trends and 

intelligence that we are learning across the entire 

industry. This is the first report of its kind to analyze and 

summarize network data trends we are experiencing 

from the live observation of hundreds of thousands of 

user devices and analysis of billions of client incidents 

experienced on corporate enterprise networks around 

the world. We hope you will find it a useful resource. 

Industry experts estimate that medium and large 

businesses in North America are losing hundreds of 

millions of dollars each year due to the downtime 

of information and communication technology 

(ICT) with network services, infrastructure and 

client connectivity problems representing the bulk 

of these costs. ICT downtime costs ranged from  

$1 million a year for mid-sized enterprise to over 

$60 million annually for large-scale organizations. 

More than ever, companies are feeling the pain 

of a tidal wave of smart mobile devices and 

cloud-based applications. Information technology 

professionals are overwhelmed by the prospect of 

analyzing the sheer volume of data pouring over 

their networks, an issue compounded by the full 

force of user mobility and its impact on network 

infrastructure and the client experience. 

While conventional technology has brought IT 

mountains of big data from almost every device 

and element in the network, IT staff are pinned 

down trying to analyze and correlate it all into 

something meaningful on which they can take 

some sort of useful action.

Advances in cloud computing and network 

analytics technology are finding tangible answers 

to burning questions about network performance 

and user experience in this vast trove of siloed 

data.

At the forefront of this movement, Nyansa’s 

Voyance IT network analytics service was 
Abe Ankumah
President and CEO
Nyansa, Inc.

abe@nyansa.com

http://Voyance Live 
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Introduction 
Understanding the quality of experience for end users 

on enterprise networks has become the holy grail.  This 

requires analyzing every network transaction for each 

client, from the time the client connects to the wire-

less (or wired) network, to the client accessing critical 

network services such as RADIUS, DHCP and DNS, and 

through the client using various voice, video, SaaS, and 

other important applications.

This has become a daunting task for IT and network 

staff who must wade through volumes of network and 

client data from a variety of siloed sources. The goal? 

Identify the potential for real-time client and system 

network issues, longer term systematic capacity prob-

lems as well as trends so that action can be taken.

This report summarizes, in a completely anonymous 

fashion, real data analyzed from more than 683,000 

devices under observation across 50 production 

networks using Nyansa’s 

Voyance service. Results 

from this analysis of over 80 

billion client events since 

its launch in 2016, reveal 

insights into real enterprise 

networks. Of the devices 

under observation during 

the period, 50% were smart 

phones, 24% laptops, 7% 

tablets and 19% other. Of 

those devices, 45% were 

running Apple’s iOS, 22% 

running Android, 13% run-

ning Apple’s OS X, 13% running Windows and 7% other.

Wi-Fi (64%), RADIUS (13%), DHCP (12%), ARP (7%) and 

DNS (4%) represented the five most common devices 

issues faced by network IT staff (see next page).

DEVICES ANALYZED By OS

iOS (45%) Android (22%) OS X (13%) Windows (13%) Other (7%)

Phone (50%)

Laptop (24%)

Tablet (7%)

Other (19%)

DEVICES ANALYZED 
By device type
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MOST COMMON DEVICES ISSUES

Client Wi-Fi issues were caused by a range of root 

causes. Most commonly, clients have poor per-

formance due to high levels of interference, poor 

coverage, or congestion or noise near APs contend-

ing for access to the same channel.  Additionally, too 

many clients trying to access the same AP within a 

highly dense environment often resulted in poor Wi-Fi 

performance.

RADIUS authentication issues were seen to occur most 

often when devices were misconfigured, credentials 

were not authorized, RADIUS servers failed or lost con-

nectivity to domain servers, 802.1X profiles on clients 

were bogus or user credentials were entered wrong.

The root causes for DHCP issues that clients expe-

rienced often resulted from several issues: scope 

exhaustion issues where insufficient IP addresses were 

allocated to certain networks (e.g. guest networks), 

server latency caused by load as well as excessive 

conflict resolution checks, and finally, quirky clients 

requesting invalid IP addresses, getting rejected by 

the server, and failing to restart the DHCP process in a 

timely manner.  Among the operating systems used, 

Apple’s iOS devices failed to connect to DHCP more 

than normal.  Additionally, among specific versions of 

Android mobile devices, Android 4.4 (KitKat) mobile 

devices were found to exhibit more erratic Wi-Fi 

behavior than normal with many clients bouncing 

between different SSIDs.

When it comes to DNS, some enterprises use external 

servers such as Google DNS  However at a certain 

point, Google DNS servers limit the  rate of traffic they 

serve. This can result in DNS drops and latency causing 

poor performance for clients. Companies with their 

own DNS servers within their main campus often see 

slow round trip times to remote or satellite sites often 

resulting in slow DNS responses to client requests.

Other common client issues detected during the 

period included slow Web (8%) caused by a number of 

underlying network issues such as bandwidth con-

gestion on broadband/Internet links, HTTP and HTTP/S 

latency, excessive TCP packet retransmits and slow TCP 

round trip time (RTT). 

THE STATE OF ENTERPRISE WI-FI

While 85% of all clients were found to be 5 GHz capa-

ble, the use of multi-user MIMO (802.11ac Wave 2) 

represented only 2% of all APs under observation. 

Three stream, 802.11ac access points represented the 

greatest number of APs currently in use at 41%.

TOP 5 MOST COMMON 
CLIENT DEVICE ISSUES

TOP 5 WEB AND SAAS 
APPLICATIONS

WI-FI 
PROTOCOL USED

DHCP   (12%)

Skype

Dropbox

MS Office 365

Google Mail

Box
DNS   (4%)

Wi-Fi     (64%)

RADIUS (13%)

ARP   (7%)

11ac 3 streams (41%)

11ac 2 streams (6%)

11n 2 streams   (29%)

other                  (2%)

11n 3 streams   (22%)

Relative bandwidth
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One of the most interesting 

results to come out of this 

analysis is measuring and 

quantifying best practices 

of real well-performing 

networks across different 

verticals. In the enterprise 

vertical, use of 802.11ac pro-

tocol represented 71% of the 

devices under observation. 

20 MHz channelization was 

used 46% of the time. 

The use of relatively narrow 

channels was found to have 

a positive impact on overall 

performance. And limiting 

the number of 5 GHz capa-

ble clients connecting to a 

2.4 GHz network (by enabling 

band steering) improved the 

client experience across all 

networks.  

9.3  73%
5.0  20%

5.1  31%

9.2  11%

other  3%

4.3  4%

9.1  3%

6.0  27%
other  13%

4.4  15%

iOS By version ANDROID By version

83%

5 GHz CAPABLE 
WI-FI CLIENTS

MU-MIMO 
CAPABLE APs

1%

ISSUES

OS DHCP ANDROID SSID

Among mobile devices, which OS fails to connect on DHCP  
more than normal.

Among Android phones, which OS version clients fluctuate 
between different SSIDs more than normal.
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Wi-Fi protocol used Channelization
Band used by 5 GHz  

capable Wi-Fi clients

802.11ac

71% 48% 52% 98%

12% 46% 61%

29% 2%

39%86% 2% 42% 13%

20 MHz 5 GHz802.11n 802.11b 40 MHz 80 MHz 2.4 GHz

TOP

BOTTOM

ENTERPRISE WI-FI

Wi-Fi protocol used Channelization
Band used by 5 GHz  

capable Wi-Fi clients

802.11ac

57% 100% 84%

6% 70% 72%

43% 16%

28%94% 30%

20 MHz 5 GHz802.11n 40 MHz 2.4 GHz

TOP

BOTTOM

UNIVERSITY WI-FI

Ultimately the data shows that improving the user 

experience requires inspecting every network transac-

tion that a client undertakes to get a comprehensive 

view of the actual behavior of different devices and 

operating systems with services offered over enterprise 

networks. While wireless issues were shown to cause 

the bulk of IT incidents, Connectivity is dependent on a 

wide range of wired transactions that are often difficult 

to correlate in their entirety. The ability for companies 

to gain insights into every user network transaction lets 

IT staff quickly identify symptoms and root causes of 

both individual client and broader systemic network 

infrastructure issues. This enables IT staff to focus their 

attention where it’s needed most, establish base-

lines for every type of user incident and understand 

the before and after impact that any infrastructure 

changes have on the user network experience. From 

this data, it’s clear that top performing enterprises 

and universities  are taking a more holistic approach 

to using network analytics systems that don’t merely 

provide huge amounts of discrete device and user 

data that must be manually analyzed and correlated. 

The ability for new analytics systems and technologies 

to continually inspect traffic, summarize issues, analyze 

trends and automatically baseline network services is 

providing dramatic improvements in reducing IT costs, 

resources and time to remediation.  Fusing wireless 

metrics and wired packet data into meaningful insights 

is eliminating the need for IT guesswork as the com-

plexity of enterprise networks rapidly increases.

http://www.nyansa.com

