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NE T WORK INSIDER REPORT

In August 2015, Apple and Cisco announced a 
partnership where the two companies would 
work together to create a fast lane for iOS busi-
ness users by optimizing Cisco networks for iOS 
devices and apps, integrating iPhone® with Cisco 
enterprise environments and providing unique 
collaboration on iPhone and iPad®

All of the data in this report was gathered from 
Nyansa’s cloud-based Voyance network analyt-
ics service. Voyance collects and measures more 
network transactions, in greater depth than any 
other cloud-based network analytics engine. Voy-
ance serves more than 10 million client devices 
monthly over 200,000 access points within hun-
dreds of enterprise networks. 

Using Voyance’s large dataset, Nyansa set out to 
determine if the technology outlined in the Apple 
and Cisco partnership had yielded any significant 
roaming improvements for a large number of cli-
ents that could be definitively proven within real 
world production networks. Until now, compari-

sons using enterprise network production data 
haven’t been possible.

The Voyance public SaaS solution leverages 
new cloud sourcing techniques to aggregate and 
analyze infrastructure data from real custom-
ers, across any number of different dimensions 
to resolve previously unanswerable networking 
problems. 

For this analysis we evaluated different enter-
prise environments over a one-year snapshot to 
determine if roaming performance increased or 
decreased. The snapshot captures WLC code 
upgrades from 8.2.151 or earlier and upgrades to 
later versions.

Using wired packet analysis correlated with data 
from the Wireless LAN Controller, Voyance cus-
tomers using Cisco infrastructure can measure 
the user mobile device roaming experience before 
and after deploying AireOS 8.3 software and fea-
tures.

The aggregate results across all Voyance enter-
prise customers compared roaming performance 
differences over one year as experienced by iOS, 
Windows, OS X, Chrome OS and Android clients. 
This allows a before and after comparison of 
roaming performance after changes were made 
to Cisco Wireless LAN controller (WLC) code. All 
enterprise network data used in this report has 
been anonymized.
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A summary of the analysis across all enterprises 
evaluated over the time period showed an out-
sized improvement in roaming behavior using a 
combination of Apple iOS devices and Cisco wire-
less LANs (WLAN) running the AireOS 8.3 (or a 
later) code base.

 
These enterprises realized a 
25% reduction in iOS clients 
impacted by poor roaming, 
going from 6.5% to 4.9% of 
iOS clients having issues. 

The other client operating systems showed much 
smaller changes in their roaming experience, with 
Android as a whole actually having a 9% increase 
in clients impacted by poor roaming performance. 
It should be noted, however, that the starting point 
for roaming performance for Android was the best 
at only 2.9% of clients with roaming issues.

One thing to note is that the Android operating 
system shows up in many atypical mobile devices, 

as opposed to the iOS operating system which is 
mostly phones and tablets.  When Android is lim-
ited to only phones/tablets (i.e. Android PT), the 
overall roaming performance was similar to iOS 
before the changes, but worse afterwards.
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THE STORY BEHIND THE NUMBERS

Both parties, Apple and Cisco, anticipated roam-
ing performance to significantly  increase as a 
result of the partnership, but  only tangible data 
could confirm whether  results mirrored expec-
tations. Voyance provided the objective data to 
indicate that Cisco code upgrades did, in fact, 
improve roaming performance in Apple devices.

At Nyansa, we began our deep dive with the base 
question: “Did certain Cisco WLC code upgrades 
correlate with a disproportionate effect on iOS 
device roaming performance?” 

For a baseline, Voyance automatically captured 
client roaming performance for all 10 million cli-
ent devices across our enterprise customers: 

ABOVE 
Android devices in this analysis represent various 
devices from different device manufacturers. 

1An earlier version of this report did not distinguish Android vs. Android PT.  However, a subsequent analysis showed significant differences between the 
roaming performance of Android OS client devices that classified as phones or tablets vs. those that were not. Thus the report was amended by estimat-
ing Android PT’s roaming performance by scaling the overall Android roaming performance by the average difference observed in practice.
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continually measuring the roaming performance 
of each client and evaluating what percent of cli-
ents had “poor roaming performance” within a 
specified time period. 

Next, we accounted for potential differences in 
total client load while isolating the exact time 
frame when any WLAN code upgrade was per-
formed. This allowed for a consistent before and 
after comparison. 

With a baseline for roaming performance in 
place, we filtered by a specific client operating 
system and added the ability to annotate any 
infrastructure changes. Finally, we were able to 
select any customer network on which to per-
form this precise analysis. 

After analyzing the aggregate roaming behavior 
of different client operating sys- tems across 
Voyance users, we turned our attention to a sin-
gle, large network infra- structure to gain another 
data point. 

We selected a customer with a network envi-
ronment comprised of 20,000 simultaneously 
active iOS devices connecting to almost 10,000 
Cisco wireless access points managed by more 
than 15 WLAN controllers. 

Next, Voyance examined the same environment 
over a one-year period, measuring the percent-
age of iOS clients experiencing connectivity 
problems (as defined above) when they roamed. 
We then captured a one-year baseline snapshot 
of the environment to see the impact (see chart 
below). 

 
DEFINING “POOR  

ROAMING PERFORMANCE”

Voyance determines that a client’s 
roaming performance is poor if the client 
either:

• Non-gracefully terminates its 
TCP sessions by sending and 
receiving FIN & RST packets

• Sees a significant increase in 
TCP retransmissions

• Takes a long time to complete

A client roaming from one access point 
(AP) to another is detected in a number 
of ways such as through RADIUS transac-
tions or direct indications from the WLAN 
controller.

For any client at a particular point in time, 
poor client roaming can be caused by a 
variety of conditions such as poor cover-
age, slow RADIUS responses, client-side 
quirks, or highly sensitive applications.

By performing analysis over thousands 
or even millions of clients across multi-
ple time instances, Voyance identifies if 
an issue is unique to a single problematic 
client or a more systemic problem mani-
fested across a number of clients.
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ABOVE  

Over a one-year period,  iOS roaming improved 40% when clients moved among different Cisco APs, 
reducing the percentage of users experiencing roaming connectivity problems due to roaming from 8% to lower than 5%. 

% of clients
experiencing

roaming
connectivity

probems

Metric analyzed
over period

OS filter to 
be measured

Network change
system annotations

Average % of client 
roaming issues

Time period 
under analysis

Client roaming
variability

Over this time period various changes were made 
to the infrastructure. These changes are visually 
annotated below to determine what impact, if any, 
the change manifested. 

Among these changes, were WLC code upgrades 
going from 8.2.151 up to various flavors of 8.3 (e.g. 
8.3.133) and 8.5 code streams (obviously not uni-
formly across the whole environment). Within this 
environment the Cisco Adaptive 802.11r feature 
was also enabled. 

The big takeaway from this analysis is that cli-
ent iOS roaming improved 40% over the period, 
reducing the percentage of client experiencing 
connectivity problems due to roaming from 8% to 
lower than 5%. 

But to be thorough, we needed to measure, over 
the same period, the roaming experience clients 
using other device operating systems (see charts 
on next page). 

This analysis was performed over the exact same 
period on the same environment for the 5000 
Android, 4000 Windows, 6500 Mac OS X and 
approximately 200+ Chrome OS devices. 

The results show Android and Windows cli-
ents exhibited no change, while Chrome 
OS clients saw the number of client expe-
riencing roaming problems increase by 5 
percent. Apple Mac OS X clients fared better 
with 12% fewer clients having roaming problems.  
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ABOVE  
Over a one-year period, iOS users showed a big improvement (40%) while Android clients saw a slight increase in  
roaming problems. Windows and Chrome users showed barely any movement in roaming performance. 

(ALL DEVICES)
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As mentioned earlier, the graph showing Android 
OS overall isn’t necessary an apples-to-apples 
comparison to iOS since iOS is mostly restricted 
to phones and tablets whereas Android OS is not.

For this specific environment, it was determined 
in a subsequent analysis that Android OS Phones 
and Tablets roaming performance was approx-
imately 1.8X worse than the overall Android OS 
roaming performance.

While the Windows, Android and Chrome OS roam-
ing performance barely budged, OS X showed 

good improvement but not as significantly as the 
numbers seen for iOS devices (an expected result 
given that OS X devices roam less often). 

The indications of the report increase confidence 
that the changes made in the environment spe-
cifically benefited Apple devices more than other 
devices. This is likely related to code/configura-
tion changes outlined within the Apple/Cisco 
partnership. 

Real data tells a true story beyond marketing. 
With the ability to capture, analyze and correlate 
volumes of infrastructure data, Voyance is able to 
provide insights into complex questions that were 
unanswerable with existing technologies. 

After rigorous examination by Voyance across 
a massive data set of enterprise customer envi-
ronments, the Cisco/Apple Wi-Fi Optimization 
partnership that promised to reduce roaming 
problems between Cisco infrastructure and iOS 
clients proved to deliver. 

This insight into real-time infrastructure data over 
time across multiple dimensions of a diverse data 

set illuminates a blind spot in analytics. With the 
ability to automatically select the metric to be 
measured, enterprises can eliminate tedious and 
manual data analysis while gaining remarkable 
insights that simply haven’t been possible.

There remain numerous events in a network that 
can cause poor client roaming behavior but within 
the conditionvs covered in this report, the real 
data indicates the Cisco and Apple partnership 
has managed to make significant, much needed, 
improvements to client roaming performance. 

CONCLUSION
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