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The Bring Your Own Device (BYOD) incursion saw 
waves of homogeneous, non-sanctioned devices 
invade the network, and Shadow IT resulted in the 
rapid adoption of non-sanctioned Software-as-
a-Service applications to address line of business 
needs.  Both resulted in massive headaches for IT 
which was left between a rock and a hard place:  
the new tools were helping employees get work 
done but they weren’t properly secured, they 
were straining the IT infrastructure and IT couldn’t 
adequately support the resources because they 
were out of scope.

The pain was such, in fact, that it gave rise to whole 
new types of technology to help IT cope, including 
Mobile Device Management tools on the BYOD front 
and ID management and access tools in the case of 
Shadow IT.

Now along comes IoT with even more device 
diversity than BYOD, and line of business groups 
acting on their own and dialing up new IoT 
applications.  As if the whipsaw effect of combining 
these challenges isn’t bad enough, unlike BYOD 
and Shadow IT, IoT efforts are typically sanctioned 
business developments.

That isn’t to say IT was properly consulted as these 
IoT efforts were cobbled together. More often than 
not IT involvement is an afterthought.  But since IoT 
efforts are sanctioned, business outcomes are on the 
line, and that puts IT in the crosshairs struggling to 
cope with the operations headaches of new business 
initiatives were the IT implications weren’t properly 
thought through.

Fortunately, there is a way to contend with the 
influx of IoT devices and applications that doesn’t 
require an infrastructure overhaul or odious 
restrictions that make IT look like it is standing in 
the way of innovation.  The right network analytic 
tools will enable IT to see all of the IoT devices, 
determine what they are doing and how they are 
performing, gauge the application demands, and 
foretell what scaling the initiatives will mean to 
network performance and the health of the rest of 
the network ecosystem.  

THE PROMISE OF IOT
There is understandable excitement about the 
transformative potential of IoT.  Instrumenting the 
enterprise with smart connected devices can help 
organizations improve efficiencies, develop new 
products, and even redefine business boundaries. 
Major companies will be reimagined, disrupted or 
out competed when IoT is properly used in business 
transformation. 

Consider a manufacturing company.  With IoT it is 
possible for a machine used to assemble a product 
to notice it is running low of a given sub-compo-
nent and automatically initiate the resupply of 
that part.  What’s more, if the stockroom is running 
low on the piece the supply chain can kick in and 
initiate an order with an external supplier and then 
track the shipment all the way to the destination 
and note where the part is warehoused.

PAGE 3   – THE PROMISE OF IoT

If you thought it was hard to contend with BYOD and Shadow 
IT, combine the core operations challenges that came with 
those movements and you get the latest development to 
besiege IT: The Internet of Things.
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PAGE 4   – THE PROMISE OF IoT CONTINUED

Meanwhile, the IoT-enabled assembly machine is 
monitoring its own health by tracking cycle data, 
operating temperatures, vibration data and hydraulic 
pressures, and notifying maintenance when any 
parameter is anomalous or enters a danger zone.  
That enables the machine to be serviced before a 
minor development turns into a catastrophic failure 
and takes down the whole production 
line.  So-called predictive maintenance is 
a huge step forward for any business that 
is dependent on the uptime of specific 
pieces of equipment.

But IoT doesn’t stop there.  If the product 
being produced in this example is itself a 
smart connected device, it can lead to 
new business opportunities for the manu-
facturer.  The company, for example, could 
monitor its products in the field and offer a 
higher-priced service contract based on 
predictive maintenance.  

And if the company sells multiple products 
to a customer in a given industry, it might 
find it can leverage those products in new 
and unexpected ways.  In its piece “How 
smart, connected products are transform-
ing competition,” Harvard Business Review 
outlines how a manufacturer of tractors, 
tillers, planters and harvesters could make 
those products smart and connected and, 
instead of being in the farm equipment 
business, suddenly find itself in the farm 
equipment system management business.  
And if the farm equipment system is linked 
to other systems for things like irrigation, 
seed optimization and weather, the supplier would 
find itself in the business of offering farm management 
systems.

“The increasing capabilities of smart connected prod-
ucts not only reshape competition within industries but 
expand industry boundaries,” HBR reports.  

Then there is the opportunity represented by the 
data that is amassed with IoT.  Sensor data is grow-
ing 50x faster than business data, according to 
InsideBigData.com.  Mining that data can lead to 
still other new business ventures.

IDC says companies are already starting to extract 
value from the data they’re stockpiling. As of the 

end of 2017, IDC reports revenue growth from infor-
mation-based products was “double that of the 
rest of the product/service portfolio for one-third of 
all Fortune 500 companies.”

Source: McKinsey & Company

https://www.mckinsey.com/global-themes/internet-of-things/
our-insights/taking-the-pulse-of-enterprise-iot
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What’s more, some employees bringing in their 
own mobile devices were pushing the boundaries 
on what was possible.  In healthcare, for example, 
doctors were experimenting with telemedicine.  So 
even as IT was scrambling to deal with the new 
challenge, their cries of concern about risk and 
the ability of the infrastructure to support the new 
loads were drowned out by vocal proponents of 
the wave of innovation being ushered in.

And the pain for IT operations teams just kept 
ratcheting up.  It quickly became evident that, 
sanctioned or not, the headaches associated with 
BYOD weren’t going away.  Operations teams were 
left contending with employees complaining there 
was something wrong with Wi-Fi when their Android 
OS upgrade failed.  Or complaining about the 
performance of an application that was actually 
running fine, but the wireless network was overrun 
by all the new devices.  

IOT IS BYOD ON STEROIDS  
If you thought dealing with BYOD devices run-
ning different versions of a handful of operating 
systems was bad, wait until you get a taste of IoT 
device diversity.  There are thousands of types of 
IoT devices running a bevy of operating systems 
and supporting a plethora of network connectivity 
options.

“With millions of connected devices shipping each 
month, each running one of dozens (scores) of 
different embedded ‘real time’ operating systems,” 
writes The Security Ledger.com, “the stage is being 
set for a very messy transition to the Internet of 
Things, as vendors and users struggle to deal with 
the diversity of systems they must support.”

Wi-Fi is expected to play a significant role in IoT, but 
a wide range of other network technologies are 
in play, including “Bluetooth, Bluetooth LE, ZigBee, 
RFID, … cellular, Z-Wave, 6LowPAN, Thread, NFC, 

While the IoT examples here involve manufacturing, 
which is indeed one of the sweet spots for IoT, the 
technology has great promise for a range of vertical 
markets, everything from healthcare to retail.

But realizing the full potential of IoT will require com-
panies to take a more holistic approach to planning.  
Planning that involves IT from the get go versus intro-
ducing IoT on the fly and expecting IT to deal with 
unintended consequences, such as systems that don’t 
perform over the network as expected or hard to 
explain application performance issues.

THE THIRD SIEGE
 It’s instructive to examine the similarities of this siege 
on IT with the first two sieges: BYOD and Shadow IT. 

Consider BYOD. While BYOD eventually gave rise 
to tools that brought order to the chaos, the early 
days were a nightmare.  Employees were showing 
up in the office with their shiny new iOS and Android 
devices, attaching to the wireless network and con-
figuring them to access email. Besides the network 
performance problems that ensued, security risks 
skyrocketed.  If users didn’t have password protection 
enabled and then left the device on a bus or a train, 
all bets were off.

While these new tablets and smart phones were not 
sanctioned by IT, they actually helped employees get 
work done.  Workers were suddenly more accessible 
and their new-found mobility, studies would later show, 
made them genuinely happier.

“Employee mobility leads to 30% 
better processes and 23% more 
productivity—and 100% more 
satisfied employees,” Daniel 
Newman, a principal analyst of 
Futurum Research and CEO of 
Broadsuite Media Group, wrote 
in Forbes.

PAGE 5  – THE THIRD SIEGE



i nfo@nyansa.com   |   247 H igh St,  Pa lo A l to CA 943 01   |   nyansa.com

• IoT devices are not built with enterprise com-
patibility / “well behaved-ness” in mind.  It is 
hard to know how the devices are going to 
perform on the network, potentially jeop-
ardizing existing network environments and 
making it hard to plan for scale. 

Oh, and if you weren’t involved in the planning for 
the IoT initiative, you are contending with all of this 
on the fly, probably only after the line of business 
folks behind the effort start running into problems 
as they try to expand deployment.  

SHADOW IT
Like BYOD, the rise of Shadow IT is another parallel 
that is worth revisiting to glean what lessons we can 
to help with the introduction of IoT.  Like BYOD, the 
key problem with Shadow IT was the adoption of 
computing resources that weren’t vetted by the 
tech team.

Sigfox, Neul, LoRaWAN, Alljoyn, IoTivity, Weave, MQTT, 
CoAP, JSON-LD, and plenty more that can and do 
play a part in IoT implementations,” writes Network 
World.

Taken together you get the worst of all worlds:

• The range of devices and the mix of configu-
ration options vastly complicates IT’s ability to 
support these environments.

• Risk grows with exposure and that’s what you 
get in spades when you add hundreds, thou-
sands or even hundreds of thousands of sensors, 
especially given IoT devices have already 
been involved in attacks and are notoriously 
hard to patch.

• Sensor performance can be critical to IoT 
initiatives yet, with no one sitting behind the 
sensors to sound the alarm when performance 
degrades, it is hard to ascertain the health of 
the IoT ecosystem.  And when it becomes evi-
dent there are problems, is it with the physical 
sensor, the OS, the network, or the backend 
app?

PAGE 6  – THE THIRD SIEGE, SHADOW IT

Source:  TechCrunch 
https://techcrunch.com/2012/11/13/dropbox-100-million/
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HERE WE GO AGAIN
Consider the experience of a large heathcare 
institution in the Midwest. The clinical side 
of the organization contracted to bring in 
roll-about devices that feature cameras and 
screens and enable a doctor to “visit” patients 
without actually making the rounds.  

The effort was viewed as a strategic 
component of the organization’s tele-
health initiative and sanctioned, but never 
mentioned to IT.  After all, it was easy enough 
to tie the demonstration unit to the wireless 
network, so what could go wrong if 10, 15 
or 20 more of these robot-like things were 
clamped on?

Plenty, as it turns out.  

The devices use different protocols. They 
behave on the network in unique ways. And 
when they misbehave, what does that look 
like? What does it disrupt?  How do you tell 
if it is a problem with the device, with the 
network, with a DNS lookup, with the backend 
application?  How do you do capacity 
planning?  

The tele-health movement, for instance, was 
delayed after many war room sessions and 
the initial investment of several millions of 
dollars. Adoption by doctors was low, and 
IT was blamed for not providing a reliable 
network.

Dropbox wasn’t the only tool of convenience 
employees reached for.  Instead of waiting for IT, work 
teams were bringing in everything from collaboration 
kits to business specific SaaS offerings to address line 
of business needs.   

In 2015, Cisco set out to put Shadow IT into perspec-
tive, examining actual usage data collected from 
customer networks representing millions of users.  

“The results are both authentic and alarming,” Cisco 
reported.  

While CIOs estimated they used 
51 cloud services on average, 
they were actually using 730.

In fact, SaaS adoption got to the point that the var-
ious credentials needed to log into all the offerings 
became something of a nightmare, probably around 
the same time IT was becoming aware of the breadth 
of non-sanctioned SaaS use.  Ultimately, that gave 
rise to new ID management tools to help facilitate 
employee access to SaaS portfolios, and companies 
like XX that do nothing but cater to that need.

Now it is happening again with IoT.  Sensors are worth-
less unless you have backend intelligence to make 
sense of the data flowing in, and many IoT applica-
tions are cloud-based, so we’re seeing another round 
of applications being adopted without IT’s consent.   

Shadow IT and BYOD added up to years of suffering 
for IT operations teams.  Now IoT represents two similar 
problems, one being device-centric and the other 
being apps-centric, meaning operations teams are 
coming back in the cross hairs.  

IoT’s arrival is going to force IT to revisit operations yet 
again, at least in verticals where IoT is going to be par-
amount and strategic, such as healthcare.  

PAGE 7  – SHADOW IT, HERE WE GO AGAIN 
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PAGE 8  – HERE WE GO AGAIN CONT’D, THE WAY FORWARD

The examples go on:  

• Another hospital had an initiative to make 
patient care more mobile, to enable patients 
and clinicians to move more freely within the 
building.  That meant putting bedside monitors, 
telemetry devices, even clinician voice com-
munications tools on the wireless network. The 
IT staff was blindsided.

• A large retailer is making a big push to ÚÆem-
brace more self-service options by putting 
mobile point of sale scanning devices directly 
into the hands of customers, or, enabling cus-
tomers to download an app to their phone to 
achieve the same function, and adding more 
cameras to keep tabs on it all. There are huge 
network and application implications.

• A car manufacturer wants to implement tools 
along the production line and connect to 
the backend production system via Wi-Fi but 
manage those devices and the performance 
on the network separately from user-based 
devices.  While IT was aware of the effort in this 
case, that challenge was unique because of 
the critical nature of the manufacturing line 
where performance is paramount.

In these and other cases it is clear IoT is starting to 
rear its ugly head in the enterprise. While getting IT 
involved early is certainly an important first step, the 
diversity of the environments and the new demands 
on the network require new tools to ensure IT opera-
tions can adequately cope.

The key to the IoT riddle 
is being able to look at 
the world from the device 
perspective without having 
to know everything there is to 
know about the device.

THE WAY FORWARD 
Nyansa’s Voyance performance management 
platform starts with that device context, which is a 
departure for IT operations teams that have tradition-
ally relied on infrastructure monitoring to gauge the 
health of any given environment, an approach that 
now has known limitations.  

With BYOD, for example, the infrastructure might be 
showing green lights, but you could still have users 
complaining.  The same will be true with IoT.  The infra-
structure might look fine, but the factory production 
line might have slowed to a crawl.  

Looking at the infrastructure isn’t enough because 
it doesn’t give you perspective over time.  Things 
might be fine at the moment, but what happened 
30 minutes ago? And for 30 minute increments over 
the last day?  Even if you have time perspective from 
a connectivity standpoint, infrastructure monitoring 
tools won’t show what’s happening at the application 
layer.
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What’s needed is a full stack 
analytics platform that 
analyzes every device network 
transaction from access to the 
application, over wired and 
wireless networks, to accurately 
quantify the network 
performance of IOT devices.   

If there are problems, what link in the chain is at fault?  
Is it the device?  The wired network? The wireless 
network? DNS or DHCP? The application or the server?  
What is the root cause of the problem?  

Voyance digests raw packets from the network to 
build an end-to-end exhaustive view of what is 
happening, not just across the infrastructure, but at 
the application level as well.  And it delivers that big 
picture view in the perspective of performance, not 
simply is on or off alerts, in real time and historically.

Now, hospitals can automatically analyze, track and 
measure the performance of vital IoT devices to 
ensure the best performance over the network.

Without Voyance, IT is relegated to using homegrown 
scripts or query logs or vendor-specific tools that 
provide insight into data on a particular layer of the 
network relative to a specific type of device. You have 
to be a data scientist to piece it together.

FIGURE:  Voyance from Nyansa analyzes and correlates client, application, network service and 

WAN data to ensure the best possible IOT device experience.
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ABOUT NYANSA
Founded September 2013 in Palo Alto,  
CA  by technology professionals from MIT,  
Meraki, Aruba Networks, and Google,  
Nyansa is a fast-growing innovator of the next 
generation of cloud-based IT operation 
analytics (ITOA) technology. 

The company is credited with developing the 
first patented, massively scalable data analytics 
system architecture for mobile enterprise 
networks that uniquely extracts, analyzes, and 
correlates both wired and wireless data  across 
the entire network applications stack. 

Focusing on real wired and wireless user traffic 
traversing the network, the Nyansa platform 
pro-actively predicts problems and suggests 
resolution for clients, network services, and 
applications, uniquely applying analytics 
 across multiple customer environments  to 
provide unmatched insight into broader  issues 
experienced by everyone. 

This gives organizations the ability to effectively 
cut in half the time and expense related to 
optimizing IT network operations by radically 
simplifying and speeding the remediation of 
wired and wireless problems that affect user 
performance from the client to the cloud. 
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Voyance does that automatically.  It is staring at the 
network all the time, figuring out for every single 
device how it is behaving with the network, and iden-
tifying any anomalies, trends or patterns that need to 
be fixed to make the device perform better.

What’s more, if Voyance identifies X devices in Building 
5 have Y problems connecting at Z time, it helps the 
network team understand the root cause AND show 
what potential fixes will do.   “If you go and change 
these access points in Building 5 to channel 135, you 
will reduce lost client connectivity by X percent.”

“You can put a real dollar to that,” says Brian Totten, 
Mobility Architect at Mission Healthcare, a large, 
regional healthcare system.  “We help users become 
more proactive in how they find and fix problems. Not 
just, ‘Hey you have a problem, go fix it.’  It’s, ‘You have 

a problem.  Here’s what it is.  Here’s the root cause.  
Here’s how to fix it. And if you fix it you’ll get this bene-
fit.”

The historic data Voyance collects also changes the 
game when it comes to planning.  Now IoT customers 
can do accurate capacity and network planning with 
real data, which is a godsend for operations teams 
that more often than not have been practicing the 
scale-and-pray methodology.

While the arrival of IoT brings with it many of the pains 
of BYOD and Shadow IT, the lessons learned from 
those movements should help IT operations teams hit 
the ground running with IoT, or at least plan ahead to 
have the appropriate tools in place to make it eas-
ier to cope with the arrival of this transformative new 
technology.


