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INTRODUCTION: IT MANAGEMENT NEEDS TO TRANSITION  

IT executives have a significantly different mandate than they did just five years ago. Now, 

entrenched in the digital era, business leaders must move faster than ever before. In turn, competi-

tive advantage is no longer based on who has the best products, the smartest people or the lowest 

prices. Instead, companies that are the most adaptable to change and are constantly challenging 

the status quo and innovating will sustain market leadership. In other words, business agility within 

this digital era is no longer optional.

Yet organizations can only be as agile as the technology that supports them, and most legacy 

infrastructure lacks the necessary dynamism to enable the IT organization to move with speed. To 

combat this issue, several new technologies have been introduced into organizations. The following 

are the key enabling technologies of the digital era: 

 Cloud computing: IT leaders have been experimenting with the cloud for more than a de-

cade, but its use has been limited to non–mission-critical applications. Today, the technology is 

mature enough to allow enterprises to adopt a “cloud-first” strategy and leverage the technol-

ogy for almost any workload or application. Within five years, there will be more workloads in 

the cloud than on premises. ZK Research forecasts the global cloud market to reach $134.3 

billion by 2020, showing the rapid growth of cloud services (Exhibit 1). 

 Mobility: Client evolution has exploded in the past half-decade. What was once deemed 

impossible to do on a mobile device is now the norm. Web browsing, voice over IP, video 
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Exhibit 1: The Cloud Service Explosion 
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conferencing and streaming media are now commonplace on mobile devices because of the 

evolution of smartphones, tablets, more powerful laptops and media-rich web applications.

 Evolution of enterprise WiFi: The ratification of the 802.11ac WiFi standard has created 

an environment in which wireless speeds are now fast enough to be the primary access me-

dium for users—with no degradation in experience. 

�Unified�communications�(UC)�and�collaboration: Sustainable market leadership in the 

digital era is based on a company’s ability to make the best decision while involving the right 

people as quickly as possible. This requires a rich set of UC and collaboration tools such as 

video conferencing, voice services, web sharing and chat.  

 Analytics and big data platforms: Digital organizations create terabytes of data, which can 

be gathered, analyzed and correlated to uncover new business insights. Historically, the big 

data platforms that handled analytics were very expensive, and only the largest of organiza-

tions could deploy them. Today, big data platforms have become more diverse, so companies 

of all sizes can take advantage of them. 

�Internet�of�Things�(IoT): IoT is the networking of physical devices, vehicles, sensors, opera-

tional technology (OT) and other objects combined with business process change, data collec-

tion and analytics. This network has the power to streamline processes through automation, 

discover new routes to market and significantly reduce costs. ZK Research estimates that IoT 

will lead to more than 50 billion additional connected devices by 2025.

The above technologies will create the biggest shift in IT since the birth of the internet. IT has 

greater flexibility when deploying technology, but this flexibility has made the IT complexity chasm 

even bigger (Exhibit 2). To understand this situation, consider the example of providing voice ser-

vices to corporate workers. With a traditional PBX, the deployment process was relatively simple: 

Put a PBX in a wiring closet and attach phones to it. Any experience issues could be quickly isolated 

to the phone, cabling or PBX itself. 

Today, with the evolution of voice to UC-based systems, the deployment process is far more 

complex, as there are many more options such as physical IP PBX, cloud based and virtual. Should 

the company deploy physical IP phones, or use soft phones or mobile phones? Will users connect 

over a wired connection, WiFi or cellular? Should other applications be stored locally, in the branch 

or in the data center?  

All of these options create a tremendous amount of flexibility for the deploying organization 

but increase complexity. Consequently, IT departments now need to focus on understanding the 

experience of the connected user instead of simply managing the IT resources and trying to guess 
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what the user is experiencing. The concept of IT management needs to be shifted from a bottom-up, 

element-driven approach to a top-down approach that can accurately measure the user experience.  

SECTION II: THE PROBLEM WITH LEGACY MANAGEMENT AND  
MONITORING TOOLS 

Traditional IT management tools were designed for an era when “best effort” was the norm. 

Technology infrastructure was deployed in tightly integrated silos using static, physical infrastruc-

ture, and performance was controlled by adding more resources to the specific application silos. In 

essence, quality performance was assured through inefficient design.  

The management tools that were deployed in this era were optimized for this environment and 

were based on four pillars that, today, have the following problems: 

 Reports have been used by IT managers for years to review historical information regarding 

the performance of assets. However, reports do not provide the real-time information that is 

needed to quickly isolate problems. In fact, reports often “smooth out” information, as they 

provide aggregated information that has been averaged out over a period of time, creating a 

situation in which anomalies and other events can be missed.

�Red/green�lights�(fault�management) are used to help IT managers identify what elements 

of the infrastructure are up and down. Today’s environments are built with high levels of redun-
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Exhibit 2: The IT Complexity Chasm Is Widening 
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dancy, so an actual up/down alert can be meaningless. However, it’s common to have a scenario 

in which all elements are green but an application is not performing properly. It’s more important 

to understand where congestion is occurring and which elements are not performing properly 

than it is to have insight into what elements are actually up and down.  

 Static maps have been used to show the physical topology of the network and other infrastruc-

ture. Static maps work well in an environment that is static. But today, because of WiFi, cloud, 

virtualization and consumerization, infrastructure can be created instantly and then removed, 

and devices are brought on the network without IT’s knowledge—making static maps far less 

relevant than they were even a few years ago. 

 Probes and agents have been used to gather information on end devices, on application 

servers and at strategic points in the network. However, scaling any environment with dedicated 

probes has always been difficult, as agents can no longer be relied upon because IT does not 

have direct control over the end devices.   

The archaic nature of legacy management tools does not give the IT department the information 

necessary to run a 24x7 environment. This lack of information has led to the following operational 

challenges (all statistics from the ZK Research 2016 Network Purchase Intention Study):

 35% of network downtime is due to human error. Because IT often finds itself in constant 

“firefighting” mode, network managers must frequently make changes to the network on the 

fly. This hurried nature leads to errors that could be avoided if network management were more 

proactive rather than reactive.  

 90% of the time to resolution involves identifying the problem. Legacy management tools 

are good at informing the IT manager as to when there is a problem but not why. Additionally, 

trouble tickets are handed off between IT silos, creating “resolution ping-pong” (Exhibit 3), which 

leads to long delays in problem identification.  

 75% of problems are reported by the end users, not the IT department. In general, corpo-

rate workers are made aware of problems through poor application performance. This adds to 

users’ frustrations with IT support and puts IT back into firefighting mode.  

Long troubleshooting times, the inability to be proactive and high amounts of human error have 

led to an increasingly unscalable environment. In fact, according to the ZK Research 2016 Network 

Purchase Intention Study, 83% of today’s IT budgets are used just to keep the lights on. With IT 

budgets growing only marginally at best, IT needs a new operating model that enables it to use less 
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money for maintaining the status quo and have more budget available for strategic IT projects that 

can deliver faster business results. 

SECTION III: NYANSA REDEFINES HOW TO VALIDATE THE END-USER 
APPLICATION EXPERIENCE  

As stated in the previous section, legacy management tools are severely underpowered for to-

day’s digital businesses. These tools operate with a “bottom-up” view of the IT environment (Exhibit 

4). With bottom-up management, each IT element has its own management tool. Routers, data-

bases, servers, switches, etc., all provide their own alerts when an error occurs. Managing these 

discrete platforms manually is very difficult for the IT department. Understanding the end-user 

experience requires aggregating all of the information together and manually correlating the data. 

This has proven to be a very poor way to understand the experience of a worker. 

Nyansa is taking a much different approach to help organizations understand and quantify 

the actual end-user experience. Its new User Application Analytics (UAA) technology provides a 

complete picture of the end-user application experience by analyzing and correlating every client 

network transaction across the entire wired and wireless network infrastructure. This includes the in-

frastructure that is monitored by legacy management tools but also components such as the client 

devices, cloud, wide-area network (WAN) and WiFi access points (Exhibit 5). 
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Nyansa’s UAA solution, within its Voyance network analytics service, delivers significantly more 

accurate insight into real-time and historical behavior of applications by measuring the end-user 

experience on every IT component that helps to deliver an application. The granular information 

from UAA can be used to help businesses understand how to optimize the application experience 

for the end user and how doing so impacts productivity, as well as enable them to study adoption 

trends and justify application investments. The solution operates via the following steps:

 1. Nyansa has a software inspection engine called the “crawler” that inspects and analyzes 

all packets across the entire OSI stack, correlating this data across several dimensions. An ap-

plication ID engine within the crawler automatically characterizes software as a service (SaaS), 

UC and custom enterprise applications. UAA has a database of application signatures to 

discover well-known SaaS-based applications, unified communications as a service (UCaaS) 

providers and premises-based UC vendors. Businesses can use the solution to define their own 

custom applications to analyze, measure and track packets. Some of the hundreds of applica-

tions in the UAA database are Facebook, Office 365, Cisco CallManager, Microsoft Skype 

for Business, Twitter and WiFi calling. 

 2. Traffic is then analyzed and correlated on a per-user basis across the IT stack. Within its Voy-

ance cloud engine, Nyansa uses sophisticated machine-learning algorithms to understand the 

current environment without the IT staff having to manually interpret massive amounts of data. 
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 3. Only metadata trends, baselines and analytics data are securely sent to the Voyance cloud 

engine. No packets are captured, and no user information or other sensitive data such as creden-

tials are stored by the on-premises Voyance crawler.

 4. Incidents, baselines, trends and analytics information can be viewed through a cloud-based 

GUI to Nyansa’s Voyance service. Support for user application analytics provides the following 

for every application:

 Traffic, client and operating system usage 

 Automatic baselining of applications 

 All unique users who access the applications

 Per-user or per-group incident identification to access root cause information such as  

 location data, device, RF band, operating systems, SSID and other relevant data 

 Rich dashboard view

 Custom reporting 

Customers that deploy Nyansa’s Voyance service supporting user application analytics will now be 

able to answer many questions across multiple dimensions that were previously unanswerable when 

using legacy management platforms, including the following:

Who
 Which users are accessing specific applications over a selected period of time?

How
 How is the quality of application experience for a given client device?

How many total “client hours” of poor user application experience did the company endure?

How does the user application experience vary with RF-band, SSID, location, device type, etc.?

How does my UC performance compare to UC in other similar environments? 

Where
 Where exactly is the problem located? Is it related to WiFi, device/OS, infrastructure or the 

application itself?

What
 What type of remediation can I apply to my network to alleviate user application issues?

What difference does upgrading my WiFi network make in terms of application performance?

Exhibit 6 shows Nyansa’s UAA dashboard in action as it reveals the source of a VoIP system issue. 
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Each section of the dashboard provides the IT department with valuable information:

1. Automated baseline of the application by percentage of affected users 

2.  Full-stack root-cause analysis with recommended remediation 

3.  Most affected users by name and hours affected 

ZK Research: A Division of Kerravala Consulting © 2016 ZK Research
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4. Rich filtering by application type, time window and other factors

5. Cross-dimension analytics showing a broad range of metrics such as most affected 

 locations, most affected SSIDs and most affected users by operating system

Nyansa’s UAA customers will realize several benefits, including the following:

 Optimized quality of user experience: UAA analyzes the quality of experience for each user 

from the moment he/she connects through application access. IT managers can gain insights 

such as Skype for Business users in the Boston location having a degraded experience compared 

to other locations. IT then can use the analytics information to move to a predictive management 

model and plan upgrades or new technology deployments based on actual user traffic, applica-

tion behavior and real network service trends.  

�Quantification�of�lost�user�productivity: As incidents occur, UAA automatically identifies and 

lists the most affected users and details the number of client hours lost. This gives businesses quanti-

tative data to understand the financial impact of application issues on business productivity.   

 Multidimensional information: In addition to granular application response times on a client-

by-client basis, UAA correlates other critical metrics such as WiFi performance, VoIP scores, 

network services details and client device behavior to provide a true end-to-end view of every 

user’s application experience.  

SECTION IV: CONCLUSIONS AND RECOMMENDATIONS

Digital transformation has introduced many new technologies and has dramatically changed the 

way businesses operate and the way people work. Although tremendous innovation has occurred in 

almost every area of infrastructure, management software has stood still—and consequently, IT is 

unable to close the complexity chasm.  

Legacy management tools operate in a “bottom-up” manner—focusing on the actual infrastruc-

ture elements and providing information on the status of specific devices. Although this type of 

information was valuable several decades ago, when technology supported the business, it is now 

insufficient in an era when technology is viewed as a competitive differentiator.  

IT management must now be “top down” in nature and provide a view of the end user’s actual 

experience, as this can help IT be more predictive with managing the infrastructure. In addition, it can 

help companies proactively avoid outages, rapidly identify problems that could cause service disrup-

tion and provide a view into what isn’t working properly instead of just what’s up and down. To help 

companies get started, ZK Research makes the following recommendations:
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 Shift IT management dollars away from legacy tools and toward solutions that can 
provide end-user experience management. Investing further in legacy management tools will 

not enable companies to meet the current challenges created by digital transformation. Having an 

end-user view will help reduce problem identification time, which will have the biggest impact on 

reducing mean time to repair.   

 Utilize baseline application data. It’s hard to determine where to make infrastructure invest-

ments without understanding the state of the current environment. Baselines will provide visibility 

into how each component of the application delivery stack is performing, and this information can 

be used to prioritize investments to maximize the user experience.  

 Choose a vendor that is built for the digital era, even if it means moving away from the 
incumbent vendor. The IT management needs of digital businesses are significantly different 

compared to a decade ago. Therefore, choose a vendor whose solution is specific to today’s needs, 

such as Nyansa’s solution, which ZK Research believes provides unparalleled visibility into end-user 

experiences.  
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